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MCP Servers Beyond 101:

Good Practices, Design Choices and Consequences

«{aD), Horacio Gonzdlez @p
= . 20260424 @y, %

4 ry \ o X Y = A
4 - N>/ ‘@j’ "
W, //
& ]

/)

@LostIn Brittany @ clever cloud



DEVOX.
France

Who are we?

Introducing myself and
introducing Clever Cloud

@LostIn Brittany @ clever cloud
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Spaniard Lost in Brittany

@LostIn Brittany @ clever cloud



DEVOX
France

Clever Cloud

From Code to Product
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Why this talk matters

From "what is it" to "how do | build great ones"
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France
Winter 2024-2025
(Exploration Phase)

e “WhatisMCP?”
e "HowdolconnectmyDB?”

e "Canlmakeasimple server?”
e Focus: Getting something working

@LostIn Brittany @ clever cloud



m]=AV4m) @ Developer Expectations Have Shifted

France

Summer 2025
(Production Readiness)

e "Howdolbuild smarter MCP servers?”
e 'Howdolsecurethem?" i

e "Howdo they fitinto agent workflows?" "
e Focus: Doingitright

@LostIn Brittany @ clever cloud



m]=AV4m) @ Developer Expectations Have Shifted

France

Early 2026
(Best Practices Era) « \We are here

e "How doldesignproduction-grade servers?”

e "HowdoMCP apps change my architecture?” .‘
e "What patterns should | follow?" (40 ) ay

e "Howdoltestand monitor?"

e

e Focus: Building for scale andlongevity

@LostIn Brittany @ clever cloud
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@LostIn Brittany

Today's Journey

What We'll Explore Together

Through a Real Example

e RAGmMonsters: from quick prototype to production design
e Seeingdesignchoices andtheirconsequencesinaction

Core Topics

e Design principles that matter beyond "generic vs specific”
e The fullMCP toolkit: Tools, Resources, Prompts

e Security, testing, and observability from the start

e How MCP appsreshape yourthinking

@ clever cloud
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-Q !
Part | - Works

The agentic revolution, the anatomy of MCP,
and one story about losing data

@LostIn Brittany @ clever cloud
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The Agentic Revolution

From helpers to actors:
How Al learned to do, not just say
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Madrid is vibrant, elegant, and full of art,
history, and food. Here are the most
important things to visit in Madrid, perfect

for a first trip =w..
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Tell me what to visit in Madrid

2023: ChatGPT - Smart conversation

@LostIn Brittany
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What's the weather like in ;Ogayditbii sunny igd
; adrid, Ut very cCo ’
?
Madrid today* take a coat.

Weather AP|

— getWeather ("Madrid (ES)") Madrid (ES)
s’

1.8°C

1 "weather":"sunny",

o "temperature":"1.8°C"? .

3.8 km/h wind

2024: Tooluse - LLMs cando things
@LostInBrittany i} clever cloud
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I've planned your Madrid trip:
- Flights booked
(€247 round-trip)

- Hotel near Retiro Park & Agent planning:
(3 nights) 1. Check weather forecast -
- Day 1: Prado Museum + calls weather API
tapas tour 2. Find flights -
; - Day 2: Royal Palace + searches travel APIs
Plan g 3—d0yftnp to Retiro Park 3. Book accommodation -
Madrid for me - Day 3: Reina Sofia + shopping queries booking sites
All added to your calendar with 4. Create itinerary -~
confirmations sent to your email. combines museum data,

restaurant reviews

5. Add to calendar -
‘, writes calendar entries
: - 6

. Send confirmation -

)} =, emails summary
N ?, '
\ # ‘ rA .,
o7 ) S\o
/y
]
‘)

2025: Autonomous agents - LLMs that plan and execute
@LostInBrittany @ clever cloud
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Scans inbox,

- . . finds school
I'm thinking about taking the kids !, holiday dates

to Madrid this summer.., @ Y S Blocks optimal
\

!, week in July
EX Email -

agent 4 @ NS~
o

m Calendar

Checks budget, agent
sets aside

!) travel funds Creates family
- q_ : :
= packing list
(7 ..C\ . ‘@*’
& Finance \
agent - .
= Packing
agent

2026: Agents are everywhere
@LostInBrittany &} clever cloud
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France
Coding agents

e Claude Code - Command-line coding assistant
e Cursor- Al-native IDE
e GitHub Copilot Workspace

e \Windsurf - Agentic code editor

@LostIn Brittany @ clever cloud
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France
Workplace Agents

e Claude Cowork - Desktop automation

e Microsoft 365 Copilot - Enterprise integration

£

e Notion Al - Knowledge base agents

@LostInBrittan clever cloud
Ny
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France
Browser Agents

e Claudein Chrome - Web automation
e Browseruse libraries

e T[estingandscrapingagents

@LostIn Brittany @ clever cloud
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France
Custom Agents

e Companies building internal agents
e Domain-specific automation
e RAG-powered assistants

e OpenClaw

@LostIn Brittany @ clever cloud
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The Common Problem:

How do agents access YOUR dataand tools?

@LostInBrittan clever cloud
Ny
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France
What Agents Need to Function

e ¥ Readyourfilesandcodebases

e  Queryyourdatabases

e * CallyourAPlsandservices

e @ Understand yourdomainand context

e =7 Accessprivatesystemssecurely 5 o

@LostIn Brittany @ clever cloud
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Custom solutions for
eachintegration

e OpenAl: Function calling

with custom schemas

e Anthropic: Toolusewith

JSON descriptions

x’f/:%
e Google: Function Y/

declarations
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Enter MCP

One protocol to connect them all

@LostIn Brittany @ clever cloud
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e [LMsdon’tautomatically know
what functions exist.

e No standard way to expose an

application's capabilities.

e Hard to control security and
execution flow.

e Expensive and fragile
integration spaghetti

@LostIn Brittany
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Anthropic, November 2024:
LLMs intelligenceisn't the bottleneck,
connectivity s

@LostIn Brittany @ clever cloud
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) Model Context Protocol >

e Standardize the protocol, [FE==Eu——

@  Python SDK

= On this page

Introduction Why MCP?
TypeScript SDK

I l ) Get started with the Model Context Protocol (MCP) neralarchl
O e O O S ah ot Get started

- Qui
Specification @ Kotlin SDK released! Check out what else is new.

Exam|
L Get Started Tutorials
MCP is an open protocol that standardizes how applications provide context to LLMs. Think of
. A b S t r a c t I o n I a e r b e tW e e n Introduction MCP like a USB-C port for Al applications. Just as USB-C provides a standardized way to SRS Mep)
AT connect your devices to various peripherals and accessories, MCP provides a standardized Contributing

way to connect Al models to different data sources and tools. Support and Feedback
Example Servers

agents and capabilities

Tutorials

MCP helps you build agents and complex workflows on top of LLMs. LLMs frequently need to

Building MCP with LLMs integrate with data and tools, and MCP provides:
. O r S O r a n y y I « A growing list of pre-built integrations that your LLM can directly plug into

Inspector « The flexibility to switch between LLM providers and vendors

« Best practices for securing your data within your infrastructure

any tool
e Openspecification, open
ecosystem

De facto standard for exposing
system capabilities to LLMs

https://modelcontextprotocol.io/

@LostIn Brittany @ clever cloud


https://modelcontextprotocol.io/

m]=AV4{u) @ MCP solves integration spaghetti
France
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o 2025: explosive adoption

e Thousands of servers, fragmented quality
e Securityissues surfacing fast
e "ltworks"isnotthe same as it'sready”

@LostIn Brittany @ clever cloud
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We've seen this movie before.

MCPin2026iswhere RESTwasin2008

@LostIn Brittany @ clever cloud



e REST2005-2008:
everyone adopted it

e REST2008-2015:
everyone made the same
NINELER

e REST2015+:
we finally learned the patterns

That's what this talk is about

@LostIn Brahfnﬁg @ clever cloud
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Anatomy of MCP

What the protocol actually looks like in 2026

@LostIn Brittany @ clever cloud
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e MCP servers expose primitives (structured JSON).
o Function (tools), data (resources), instructions (prompts)

e [ Mscandiscoverandrequestfunctionexecution safely.

Weather
MCP Server

Madrid (ES)

1.8°C

.‘E\:/)»

3.8 km/h wind

@LostIn Brittany @ clever cloud
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MCP
Server

Database
MCP client

AL Assistant

- M(P

Server

fr v
Filesast
AL Powered hep e ient

MCp

| Server

[ ucp

[Clert
APl

MCP client

One MCP client per MCP Server

@ clever cloud
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France

e Host:the agentruntime (Claude Code, Cursor...)
e Client:the MCP protocollayer
e Server:yourtools, data, and capabilities

Eachlayerhasasingle job

@LostIn Brittany @ clever cloud
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stdio (local) Streamable HTTP (remote)

e Serverrunsas achild e Serverrunsasanetwork
Process service

e Communicationover e HTTPPOST + server-sent
stdin/stdout events

e Greatfordevtools e Production-ready,

e The original MCP cloud-hosted
transport e Thedirection of travel

@LostIn Brittany @ clever cloud
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Server-Sent Events transport is deprecated

e Migration path: streamable HTTP
e Ecosystemisactively moving
e Ifyouhave SSE servers, planthe migration

@LostIn Brittany @ clever cloud
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France
Not "which transport?”

But decoupling session state from transport

e Statelessoperationbehindloadbalancers
e Sessionmigrationandresumption
e Horizontal scaling without sticky sessions

@LostIn Brittany @ clever cloud
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France
e Specificationversion: 2025-11-25

e Nextrevisiontentatively: June 2026
e SEP’sbeingfinalizedin Q12026

*Specification Enhancement Proposal

The ground is still moving

@LostIn Brittany @ clever cloud
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France
e |ools: ActionsLLMcaninvoke

e Resources: DatalLMscanread
e Prompts: Workflows LLMs can follow

@LostIn Brittany @ clever cloud



France

Actions that modify state or retrieve dynamic data
e Typed,validated operations

e ThelLLMcallsthembyname

e The most-used primitive by far

e Examples:
get_weather_in_city, query_database,send_email

e Whentouse: Whenthe LLMneedsto do something

@LostIn Brittany @ clever cloud



Example of tool

server.tool("get_weather", %

city: z.string()
£, async (§ city §) => %
const data = await weatherAPI.fetch(city);
return 1
temperature: data.temp,
conditions: data.conditions
§;
£);

4~

| i Typed. Validated. No free-form SQL
@LQS'Ein Bfiﬁfﬁﬁg @ clever cloud
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e Discoverable: the LLM seeswhat's available

e [yped: parametershave schemas
e \alidated: badinputrejected before execution
e The modelcannotinvent operations

@LostIn Brittany

@ clever cloud
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France
e Static orsemi-static datalLLMs canread

e Structured, read-only data, available before any tool call
e Examples:

o resource://weather/supported-cities
List of cities forwhich weather forecastis available

e Whentouse: WhenLLMsneedreference data orcontext

@LostInBrittan clever cloud
ny
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e Pre-built workflows ortemplates to guide the LLM

e Examples:

prompt://plan_outdoor activity
Given a city and an activity, check the forecast and suggest
the best time slot

e Whentouse: Whenyouwantto guide LLMreasoning for
specific tasks

@LostInBrittan clever cloud
ny



m]=AV4m) @ Four Primitives Exposed by MCP Clients
France

e Sampling: Allows servers torequest language models
completions

e [licitation: Allows servers torequest additional
iInformation from users

e lLogging: Enablesserverstosendlogmessagesto
clients for debugging and monitoring

e lasks:Durable executionwrappers that enable deferred
result retrieval and status tracking for MCP requests

Newer, we will see theminpart 2

@LostIn Brittany @ clever cloud
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Servers canrequest LLM completions during execution

e ServerasksthelLLMtoreason mid-workflow

e Now withtoolchoiceinthe 2025-11-25 spec
e Enables multi-stepreasoningloops

@LostIn Brittany @ clever cloud
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Servers canrequestinput from users during execution

e Dynamic information gathering

e URLmode:senduserstoan OAuthflowinthe browser
e T[heclientnevertouches credentials

@LostIn Brittany @ clever cloud



DENVOX. | Faehle
France
Servers sendlog messages to clients

e Structured notifications: debug/info/warning/error

e Clientssettheloglevel they want
e The observability hook bakedinto the protocol

@LostIn Brittany @ clever cloud
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Call-now, fetch-later forlong-running work

e ETLjobs,large conversions, multi-step provisioning
e \Works across allrequest types, not just tools
e Experimental sincethe 2025-11-25 spec

@LostIn Brittany @ clever cloud
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A minimal MCP example

We want to see some code

Weather
MCP Server

Madrid (ES)

1.8°C

-,

3.8 km/h wind

@LostIn Brittany @ clever cloud



weather-mcp.py

from fastmcp import FastMCP
mcp = FastMCP("Weather")

@mcp.tool()
def get_weather(city: str) -> dict:

"""Get current weather for a city

return {"temperature": 18, "conditions": "sunny"}

4~

| i That's the whole server
@LQS’Eiﬂ Bfi&ﬁﬁs @ clever cloud
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@Lost TnBrittany

Claude

— Claude Code v2.1.204 —089 —

Welcome back Horacio!

Opus 4.6 (1M context) - Claude Max -

horacio.gonzalez@gmail.com's Organization

| Tips for getting started |
| Run /init to create a CLAUDE.md |
| |
| Recent activity |
| No recent activity |
| |
| |

e 00000000o0o0o0o0o0o0o0o0o0o0O0o0o0O0o0o0o0o0o0o0oo0000000o0000000000000000O0O0O0O09090o..6 ..., 6 6.6 ... /)

> What's the weather in Madzrid?

Using tool: get_weather

Result: {"temperature": 18, "conditions": "sunny"%

It's currently 18°C and sunny in Madrid.

@ clever cloud
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e Clientdiscoversthetool

e | [LMdecidestocallit

e Serverexecutesandreturns

e |[LMformatstheresponse

Four steps. One protocol. That's MCP.

What's the weather like in ;Ogaydi‘tbii sunny i;d
. adrid, but very cold,
?
Madrid today" take a coat.

Weather API

' : getWeather("Madrid (ES)") Madrid (ES)
o (?
'é  C 1.8°C

{"weather":"sunny",
» "temperature":"1.8°C"%

A" A

3.8 km/h wind

@LostIn Brittany @ clever cloud
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Five lines of code. One tool. One round-trip.
But thisis the trivial case

The interesting question:
what happens when the problem gets real?

@LostInBrittan clever cloud
Ny
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State of MCP In 2026

A quick map before we dive in

@LostIn Brittany @ clever cloud
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e Millions of SDK downloads.

e [housands of servers.

e First-classin ChatGPT, Claude, Cursor,
Gemini, Copilot, VS Code...

MCP is no longer an experiment

@ LO S{ Iﬂ Bﬂttﬁgg

@ clever cloud
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France

2025: MCPranonyourlaptop
e stdio, subprocess, local-first

2026: MCPrunsinadatacenter

e Google Cloud Runships MCP hosting

e OpenAlbuildsremote MCP into ChatGPT
e Cloudflare Workers as MCP runtime

"Developer helper" became "network service"

@LostIn Brittany @ clever cloud
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France
e Firstofficial MCP extension (January 2026)

e Serversreturninteractive Ulinside the host

o Theycanreturnadashboardthat the hostrenders
and the userlooks at

o Theycanreturnaformthat the userfills out directly

o They canreturna multi-step workflow where the user
clicks through steps

If your mental framework is
"MCP s abus between the agent and the tools”
your mental model is outdated

@LostInBrittan clever cloud
ny
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e Dozensof CVEsfiledinearly 2026

e Toolpoisoning, promptinjection, data exfiltration
e Thelethaltrifectaisnow aknown pattern

o Private data + Untrusted content + External communication

&/

e’

%\,@,ﬁ

v g

@LostIn Brittany @ clever cloud



m]=AV4m) @ Registries and Gateways Rising

France
e Official MCP Registry, GitHub MCP Registry

e Enterprise gateways forauth, audit, rate limiting
e Allowlist policies acrossIDEs

The moment you have more than one server, this matters

{an),; A
.‘ m - ,-:‘}(
- ° >

B External |

Goleway PR )
o “s.,ﬂ 7
¥ %W"' @

Orders (read)

@LostIn Brittany @ clever cloud
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Scale
Remote-first

Ul layer

Security pressure
Composition

OB WNN -

Everything in Part 2 is about surviving them

@LostIn Brittany @ clever cloud
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Design Choices In Action

A story about losing data

@LostIn Brittany @ clever cloud
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Let me tell you a story of what happens
when a design choice goeswrong

@LostIn Brittany @ clever cloud
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France
e The protocolhadjustlaunched

e |hadaside projectsittingaround: RAGmonsters
e Aperfecttestcase: small, self-contained, real-looking

@LostInBrittan clever cloud
ny
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A fictional monster database,
our example fortherest of the talk

e Sixtypes:fire, water, earth, air,
shadow, crystal

e Eachmonsterhas weaknesses,
habitats, abilities

e Small, easytoreasonabout,
real-looking

We'lluse it to make every primitive concrete

@Lost TnBrittan clever cloud
Ny
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@Lost TnBrittany

<% RAGmonsters Dataset

Overview

The RAGmonsters dataset is a collection of 30 fictional monsters created specifically for demonstrating and
testing Retrieval-Augmented Generation (RAG) systems. Each monster is completely fictional and contains
detailed information that would not be found in an LLM's training data, making it perfect for showcasing how RAG
can enhance an LLM's knowledge with external information.

Purpose

This dataset serves several educational purposes:

1. Demonstrates RAG Value: Shows how RAG can provide accurate answers about topics not in the LLM's
training data

2. Tests Retrieval Quality: The varied attributes and relationships allow testing of different retrieval methods
3. Supports Advanced Features: Perfect for demonstrating filtering, re-ranking, and hybrid search techniques
4. Provides Engaging Content: Makes learning RAG concepts more fun and memorable

@ clever cloud


https://github.com/LostInBrittany/RAGmonsters

@Lost TnBrittany

CATEGORIES

SUBCATEGORIES

classifies

MONSTERS

HINDRANCES

KEYWORDS

ABILITIES

@ clever cloud
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Let users query the monsters
database naturally

e Findallfire monsters

e \What are the weaknesses
of Pyroclaw?

e Buildme ateam forthe
Shadow Caves

How would you build this?

@LostIn Brittany @ clever cloud
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France

A generic PostgreSQL MCP server already existed

Just pointit at your database,
you getan MCP serverforfree

No code. No design. No decisions to make.

@LostIn Brittany @ clever cloud



RAGmMmonsters
3

"mcpServers": 3
"postgres": {

"command": "mcp-server-postgres",

"args": ["postgresql://localhost/ragmonsters"]

4~

1 i Point it at the RAGmonsters database. Done.
@LostInBrittany i} clever cloud
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France

Me: "Find all fire monsters."

Claude: generates SQL, runsit, returns results

It worked

@LostIn Brittany @ clever cloud
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Query 1 worked
Query 2 worked

| was impressed with myself «&

@LostIn Brittany @ clever cloud
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And then things got weird

Problems emerged

@LostIn Brittany @ clever cloud
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France
The LLM had no idea what tables existed

Every task startedwith information schema queries

Just to learn what it was working with

@LostIn Brittany @ clever cloud
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France
e |nventedcolumnnamesthat didn't exist

e Madejoins|neverintended

e Failedsilently withemptyresults

No grounding. Just guessing.

@LostIn Brittany @ clever cloud
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France
e Same question, different SQL eachtime

e Differentresults

Non-deterministic caller + non-deterministic queries =
chaos

@LostIn Brittany @ clever cloud
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e GSELECT = oneverycall

e \Wastefulresponses full of columns nobody needed

Each query cost more thanit should

@LostInBrittan clever cloud
Ny
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It worked

It just didn't work well

@LostIn Brittany @ clever cloud
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Without telling me, without asking

"', ' - g!
e Itjust.. decided. ;

That my schema was suboptimal

@LostIn Brittany @ clever cloud
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And it did a global

!', ,, ,.3 q!
GERS L

4/

on my prod database

@LostIn Brittany @ clever cloud
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Real data. Not test data. My data.

e No confirmation
e Noundo

e Nowarning

The LLM had rewritten my database. By itself.

@LostIn Brittany @ clever cloud



DEVOX ERENRGIGERCIE ST S
France

What s this thing actually doing?
@LostInBrittany &} clever cloud
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France

| expected complexity

| expected something

It was about 50 lines

@LostIn Brittany @ clever cloud
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® PostgreSQL MCP Server

 def execute_query(sql: str) -> list[dict]:

,1;\ """Execute a SQL query and return the result"""

5; J) return db.execute(sql).fetchall()

That's the tool
Any SQL. No validation. No allowlist. No read-only flag.

@LostIn Brittany @ clever cloud
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MCP servers are APIs

And this oneis a single endpoint:
exec('any SQL you want')

Would any of you have designed
a REST APl like that?

@LostIn Brittany @ clever cloud
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Weather API

‘ getWeather("Madrid (ES)") Madrid (ES)

- ; 1.8°C

Al » = "weather":"sunny"
/7 @ \./ { \ -
‘\ "temperature":"1.8°C"}% ‘

. 3.8 km/h wind

\

Allthose APl technologies define protocols
forcommunication between systems

@LostIn Brittany @ clever cloud
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So | Rebuilt It

This time with API design discipline

@LostIn Brittany @ clever cloud



DEVOX RESELREE ]S

France
¢ Domain-specific
Tools match the domain, not the database

e Typed

Every parameterhas aschema
e Explicit

Only allowed operations exist

e Read-only by default
No writes unless the server says so

e Leastprivilege
Expose the minimum

@LostIn Brittany @ clever cloud



RAGmonsters-mcp.js

server.tool("search_monsters_by_type", 1

type: z.enum(["fire", "water", "earth", "air",

"shadow", "crystal"])

§, async (3 type %) => 1}

return db.query(

"SELECT name, type, description
FROM monsters WHERE type = $1", [typel);

£),

4~

1 i .Areal API.
@LostIn Brittany @ clever cloud
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resource://ragmonsters/types
» ["fire", "water", "earth", "air",
"shadow", "crystal"]

4l

The LLMreads the valid types before querying

No more guessing

@LostIn Brittany @ clever cloud
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France

® RAGmonsters-mcp.js

prompt: analyze_monster_weakness
1. Look up the monster by name

. Get its type from the resource

2
3. Query the weakness table
4

. Return structured analysis

Multi-step workflow, shipped by the server
@LostInBrittany @ clever cloud
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e Parameterized queries
No SQL injection

¢ Enum-validatedinputs
LLM cannot invent values

e Read-only by default
No writes unless the server says so

e Noquery() tool
The attack/error surfaceis gone

@LostIn Brittany @ clever cloud
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PostgreSQL MCP (v1)

e [LMguessesschemas
e Inconsistent results
e SELECT everywhere
e ALTER TABLEwasvalid
e Datalost

m]AV4m) @ Same Database, Same Prompts
France

Purpose-built (v2)

e || Mreadsresources first
e Consistent, typed-calls

e Minimal datareturned

e Onlyallowed operations
Data safe

@ clever cloud
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m]=AV4ds). @ That's What Next Parts are About

France
A framework for APl design discipline in MCP

o VI
MCP works
o V2
MCP is shaped
o V3
MCP scales
o V4
MCP is governed

Climbing the ladder = getting better at APl design

@LostIn Brittany @ clever cloud
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The Maturity Ladder

The spine of Part 2

@LostIn Brittany @ clever cloud
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@LostIn Brittany

DEVOXX RLERGTiia"AK [ [-];

vl
MCP works
v2
MCP is shaped
v3
MCP scales
v4
MCP is governed

@ clever cloud



ml=AV4dm). @ Where RAGmonsters v1 Landed

France

e Generic PostgreSQL MCP server
e Onetool(query())doingallthe work
e Novalidation, no allowlist, no design

That was vl — MCP works

*Works, until it doesn't.*

@LostIn Brittany @ clever cloud
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France

e Vl->v2:shapeit
Typed tools, Resources, Prompts, validation

e v2->v3:scaleit
OAuth 2.1, gateway, reqistry, contracts

e V3->Vv4:governit
Policy, audit, risk tiers, pluralism

Each part of the talk will helps you climb one rung.

@LostInBrittan clever cloud
Ny
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France
e Thematurity ladder, where you are, what's next
e Realopinions ondesignchoices

e Realpracticesyoucanapply Monday

(! ¢ 8) )

-
: |
9 . '
< B2l |\
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Let's take a BREAK!

@LostIn Brittany @ clever cloud
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Part Il — Shaped

RAGmonsters grows up... a bit

@LostIn Brittany @ clever cloud
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Before the break, we saw one design decision
explode into five production problems

Now let's see what fixing it actually meant

@LostIn Brittany @ clever cloud
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Butas|didit, | realised there are several things
you have to shape

Most of them | didn't get right the first time

@LostIn Brittany @ clever cloud
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France
e [Everyprimitive used deliberately

e Everybyte of metadata trustworthy
e Everyinputvalidated
e Everyoutputscrubbed

@LostIn Brittany @ clever cloud
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France
e Primitives done well

e |[nputvalidation

e Output sanitization

e Tooldescription hygiene
e TJestingthe server

e Anewshape: Code Mode

Onelessonatatime

@LostIn Brittany

@ clever cloud
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Server primitives (introducedin Part 1):

e lools:whatthe LLM does
e Resources: whatthelLLMreads
e Prompts: whatthe LLMis guidedtodo

Client primitives (teasedin Part 1, unpacked now):

Sampling: serverdrivesreasoning
Elicitation: server asks the user
Tasks: call-now, fetch-later
Logging: structured notifications

@LostIn Brittany @ clever cloud
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We spent Part1onTools

e Whattheyare,get weather demo

e \What happenswhenthey gowrong:
query(),ALTER TABLE, dataloss

e Thethesis: designthemlike APls

So we start where Part 1left off :
with the primitives most teams never touch.

@LostIn Brittany @ clever cloud
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France
What servers let the LLMread, no tool call required

e Static orsemi-static data

e Available before any decision
e ThelLLMgroundsitself against what'sreal

@LostIn Brittany @ clever cloud
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France

Remember RAGmonsters vl:

LM invented column names
e [LMmadejoins|neverintended

e |LMburnedtokensonintormation schemaqueries

@LostInBrittan clever cloud
Ny
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The LLM reads them first
e Notoolcall
e No guessing

e Noroundtrip burn

RAGmonsters MCP

@mcp.resource("ragmonsters://types")
def list _types() -> list[str]:

"""Monster types available in the database"""

return ["fire", "water", "earth", "air",

"shadow", "crystal"]

@ clever cloud



m]=AV4u) Q@ Resources — Why You Should Care

France
e Eliminatesunnecessarytoolcalls

e GroundstheLLMinwhat actually exists
e Preventsinvention of phantom schemas
e |[owerstokencostpertask

Cheap to add, large payoft

@LostIn Brittany @ clever cloud



m]=AV4m) @ Prompts — The Workflow Primitive

France
What servers guide the LLMto do

The serverships the playbook, not just the atoms

@LostInBrittan clever cloud
Ny
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France
LLMs improvise multi-step workflows

e Sometimes brilliantly, sometimes disastrously
e Always differently eachtime

Improvisation z repeatability

@LostIn Brittany @ clever cloud
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»]=AV4m) Q@ Prompts as Codified Workflows
France

Impact: Consistent, high-quality analysis every time

Prompt: "analyze_monster_weakness"

Template:

1.
. Identify i1ts weaknesses

onr B WO DN

Use get_monster_by_name to fetch target monster

. Use search_monsters by type to find counters
. Rank counters by effectiveness
. Provide battle strategy

My recommendation: treat Prompts as contracts

@ clever cloud



RAGmonsters MCP

@mcp.prompt()
def analyze _monster_weakness(monster: str) -> list[Message]:
return [
Message(role="system", content="You are a monster analyst.."),

Message(role="user",
content=f"Analyze imonster}('s weaknesses using "
"resource://types and the weakness_map tool."),

@LostIn Brittany @ clever cloud



m]=AV4ub Q@ Prompts — Why You Should Care

France
e Deterministic multi-step workflows

e Reusable acrossclients
e \ersionable (like APl endpoints)
e Testable (we'llcome backto goldentasks later)

Ship the playbook, not just the atoms

@LostIn Brittany

@ clever cloud
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Primitive

Best For

m]=AV4u) 4@ When to use each server primitive

Example

Tools Dynamic actions, state create_monster,
changes update_stats

Resources | Static reference data, valid_types,
Schemas field_definitions

Prompts Guided workflows, monster_analysis,
templates battle_strategy

@ clever cloud
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France
Example workflow:
a. LLMreads
b. Userasks "compare fire and water monsters”
c. LLMuses
d. PromptguidesLLMto call
twice
e. LLMstructures comparison perprompttemplate

The power comes from combining them

@LostIn Brittany

@ clever cloud



m]=AV4u) @l Tool Discoverability at Scale
France

Problem: 50 tools across 8 servers
How does LLM know what's available?

Solution: Capability index resource
resource://capabilities

Toollist with descriptions
Risk level pertool
Requiredroles
Cost/latency hints

Helps both LLMs and humans understand the surface

@LostIn Brittany @ clever cloud



m]=AV4ub @ Caching and "Resource Mirrors"

France

e Problem:
Expensive reads repeated constantly

e Solution:
Use Resources forreference data + cache

resource://monsters/types - Cachelhour
resource://config/limits > Cache5min
tool://search_monsters > Nocache(dynamic)

e Reduceslatency andtokenchurn

Resources are naturally cacheable, Tools usually aren't

@LostIn Brittany @ clever cloud



ml=AV4m) @ Design Principle: Right Primitive, Right Job

France
Dos:

e Match primitive to access pattern
e Compose primitives forcomplex workflows

Don'ts:

e Don'tuseToolsforstatic data > add Resourcesinstead

e Don'tembedworkflowsintool descriptions > add Prompts
iInstead

e Don'tuse Resources fordynamic data-> add Toolsinstead

@LostIn Brittany @ clever cloud
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France

e Tools:
getMonsters, getMonsterByld, getBiomes,
getRarities, getMonsterByHabitat,
getMonsterByName, compareMonsters

e Resources:
ragmonsters://schema,
ragmonsters://categories,
ragmonsters://subcategories,
ragmonsters://habitats

e Prompts:
analyze monster_weakness, compare_monsters,
explore_habitat, build_team

@LostIn Brittany @ clever cloud
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Before (tools only):

User: "What types of monsters exist?"
LLM: Guesses, maybe calls query withwrong SQL

After (with resources):

User: "What types of monsters exist?”

LLM: Reads , responds instantly with
accurate list

No database query needed, instant response
@LostInBrittany @ clever cloud
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Client-side primitives

Almost ready for primetime

@LostIn Brittany @ clever cloud
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France

Normally: the client calls a server tool
Sampling: the server asks the client's LLM toruna completion

e Theserverpauses mid-task
e AsksthelLLMtoreasonaboutsomething
e Resumeswiththe answer

The serveris no longer a passive endpoint.

Human-in-the-loop by design, the user can see, edit, orreject
every request.

@LostIn Brittany @ clever cloud



ml=AV4m) @ What Sampling Unlocks

France
e Server-orchestrated agenticloops

e TJoolsequencing fromthe serverside
e \Workflow control without client changes

The serverbecomes an active participant,
not just an endpoint.

@LostIn Brittany @ clever cloud



m]=AV4u) @ Sampling — The Honest Caveat
France
Requires a capable client

e Samplingitself needsthe sampling capability

e Toolusein Sampling needsthe
sampling.tools capabilityontop

e Mostclients declare one, few declare bothin Q12026

Direction of travel: adoptionisreal, not there yet.

@LostIn Brittany @ clever cloud



m]=AV4m) @l Elicitation — Asking the User
France

Servers canrequest input from the user mid-execution
Two modes:

e Form mode:
structured dataviaa JSON Schema,
in-band through the client

¢ URL mode:
user completes the flow in their browser,
out-of-band (newin2025-11-25)

@LostIn Brittany @ clever cloud
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France
The security and UX win:

1. ServeremitsaURL

2. Client opensthe user's browser

3. Usercompletes OAuth flow out-of-band
4. Tokenreturnstothe server

Neither the MCP client nor the LLM touches credentials

@LostIn Brittany @ clever cloud



m]=AV4ud @ Elicitation — Why URL Mode Matters

France
e Unblocks proper OAuth flows

e No custom credential handling per client
e Works across every MCP client

Smallin appearance, bigin practice

@LostIn Brittany @ clever cloud



»]=AVAm) @ Tasks — Call-Now, Fetch-Later

France
Forwork that doesn't fit a single round-trip:

ETL jobs

Long conversions
Batch analysis
Multi-step provisioning

Experimental since 2025-11-25

@LostIn Brittany @ clever cloud
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Use Tasks for:

e Work>10 seconds
e \Workthe client can't meaningfully wait on
e Batchjobsthe agenttriggersandchecks later

Examples: generate areport / provision infra

Don't use Tasks for:

e Simple queries (Tools are faster)
e Sub-secondwork (Tasks overhead swamps the gain)

e Anythingthe client can wait for synchronously
o

My recommendation: default to Tools,
promote to Tasks only when sync breaks

@LostIn Brittany @ clever cloud
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France
Worth watching: lifecycle semantics are still moving

e Retrybehaviour

e EXpiry policies

e Failure signalling
Useinanger cautiously.

@LostIn Brittany @ clever cloud



m]=AV4ub Q@ Logging — The Observability Hook

France
Servers send structuredlog messages to the client

e Server->client,vianotifications/message
e lLevels,aloggername, arbitrary JSON payload
e Partoftheprotocol,notstderr,notprint()

Observability wired into MCP itself

@LostIn Brittany @ clever cloud



m]=AV4u) @ Logging — Why You Should Care

France
e Observability that travels with the agent, not beside it

e Client-controlledverbosity — dial it up when debugging
e Specisexplicit: no credentials, no Pllinlog payloads

We come back to this when we talk about observability.

@LostIn Brittany @ clever cloud
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France
The spec sayswhat servers emit

Butitis silentonwhat clients dowithit

e Everyclientreceivesthe notifications
e Fewsurface themto developers orops by default
e The official clients matrixdoesn't eventrack Logging

My recommendation: emit the notifications anyway,
but check your client before relying on them

@LostIn Brittany @ clever cloud
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»]=AV4s) @ Input Validation is Non-Negotiable
France

LLMinputs are adversarial by default
evenwhenthe userisn't

e Type constraints(enums, ranges, formats)

e Lengthcaps
e Schemavalidation before execution

The server trusts nothing.

@LostIn Brittany @ clever cloud



m]=AV4u) @ Enum-Validated Types, Revisited
France

& RAGmonsters MCP

server.tool("search_monsters_by_type", 1

type: z.enum(["fire", "water", "earth",

"air", "shadow", "crystal"])
§, async (1 type §) => 1 ... §);

The LLM cannotinvent a seventh type
@LostInBrittany i} clever cloud
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Think of every LLM input as hostile

Evenwhenitisn't

@LostIn Brittany @ clever cloud
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The LLMreads everything | return

and add it to the context!

@LostIn Brittany @ clever cloud



»]=AV4m) Q@ Output Sanitization, The Less-Obvious Half
France
What the toolreturnsis what the LLM sees

e Scrub Pllbeforereturning

e Redactsecrets

e Strip attacker-controlled HTML

e Escape anything headinginto the LLM's context

Output sanitization is the exfiltration surface

@LostIn Brittany @ clever cloud
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e Stable JSON shapesreduce agent hallucination

e [nconsistent formats > parsingerrors - retries > cost

// X Sometimes returns § "monster": 3...% %, sometimes 3 "data":

1...4 %
// M Always returns § "result": §...%, "metadata": §{...} }

e Document youroutput schemas
e ConsiderJSON Schema validation on responses

@LostIn Brittany @ clever cloud
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Outputs from your MCP server
are inputs to your LLM

Treatthem as they are
as untrusted data

(B,

-’
4 §
\ gy
[o ®
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m]=AV4m) @ Authentication & Authorization

France
1. MCP Connection Auth
Who can connectto server?

2. Tool-Level Auth
Who can call which tools?

3. Data-Level Auth
Who can see which data?

@LostIn Brittany

@ clever cloud



Example of tool-level auth

// Tool-level: Only admin can delete

if (tool === 'delete_monster' && user.role !== 'admin') 3

throw new Error('Unauthorized');

§

// Data-level: Filter monsters by user's org

SELECT = FROM monsters WHERE org_id = $iuser.org_id?;

@LostIn Brittany @ clever cloud
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m]=AV4m) @ Tool Descriptions: Seen, But Not Rendered

France
The LLMreads tool descriptions every call

The Ul rarely renders them

e Invisible tothe humanuser
e Primetargetforinjectedinstructions
e Thenameforthisattack: tool poisoning

@LostIn Brittany @ clever cloud



m]=AV4u) @ Tool Poisoning In Slow Motion
France

1. Compromised server ships a tool description with hidden
Instructions

2.LLMreadsit during discovery, treatsit asits own directive
3. LLM exfiltrates data the attacker asked for

@LostIn Brittany @ clever cloud
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Never ship a toolwhose description you didn't write yourself

Or at least checked extensively

@LostIn Brittany @ clever cloud
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ml=AV4m) @ MCP Needs More Testing Than a REST API
France

e |LLMsarenon-deterministic callers
e Edgecasesyoudidn'texpect
e Schema changes break things

e Multi-step workflows complex

The LLMis the adversary you didn't hire

@LostIn Brittany @ clever cloud
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France

1. Unit & Integration Tests
o Individualtools work correctly
o Tools + database work together

2. LLM Evaluation Tests
o Verifyreal LLMinteractions succeed
o Define golden tasks
A small suite of representative prompts

3. Safety Tests
o Prompt-injectionset
o Over-broad queries
o Boundary limits

@LostIn Brittany @ clever cloud



»]=AV4m), @ Golden Tasks, an LLM Specific Pattern
France

A small suite of representative prompts
with expected tool sequences

Not: "does the tool work?"

But: "does the LLM pick the right tool,
with the right arguments, in the right order?”

@LostIn Brittany @ clever cloud



RAGmonsters MCP

def test find fire monsters():
prompt = "Find all fire monsters"”
expected_calls =
("resource", "ragmonsters://types"),
("tool", "search_monsters_by_type",
$"type": "fire"}),
]

assert run_agent(prompt).tool_calls == expected_calls

4~

| i Pattern matters, exact assertions help
@LQS'Ein Bfiﬁfﬁﬁg @ clever cloud
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France
e Promptinjectionresistance

e Boundary limits (token, recursion, query size)
e Over-broad queriesthat happento parse

The Cl signal you didn't know you needed

@LostIn Brittany @ clever cloud
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ml=AV4m) @ Observability - What you need to see
France
e Whichtools are being called

e Withwhatparameters
e Success/failurerates
e Performance (latency)

e [rrorpatterns

@LostIn Brittany @ clever cloud



Structured logging example

// Structured logging
logger.info('Tool called', 1

tool: 'search_monsters_by_type',

params: 3 type: 'fire' },
user: session.user_id,

timestamp: Date.now()

£);

N

@LostIn Brittany @ clever cloud
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Log results example

// Log results

logger.info('Tool succeeded', %
tool: 'search_monsters_by_type',
result_count: results.length,

latency_ms: Date.now() - startTime

£),

@LostIn Brittany @ clever cloud



Log errors with context example

// Log errors with context

logger.error('Tool failed', 1%

tool: 'search_monsters_by_type',
error: err.message,

params: { type: 'invalid' %,
user: session.user_id

£);

N

ey ,
Ji
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France
e loolcallvolume overtime

e Successrate pertool

e P95 latency pertool
e [operrors

e Mostactive users

@LostIn Brittany @ clever cloud
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n]=AV4dm) @ Code Mode: An Emerging Pattern

France
Cloudflare published Code Mode

A different way to compose primitives inside one server

@LostIn Brittany @ clever cloud



m]=AV4s). 4@l The Problem Code Mode Solves

France
At scale, tool catalogs get huge

e 50toolsperserver
e ~50ktokens of tooldescriptionsloaded per session
e The lLLM spends context onnavigation, not thinking

LLMs write code better than they navigate menus

@LostIn Brittany @ clever cloud
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France

1. Search: semantic search finds relevant capabilities
2. Execute: code-execution envruns generated code
3.Code: LLMwrites aprogramthat usestools as alibrary

@LostIn Brittany @ clever cloud



»]=AV4m) @ Clever Cloud mcp-simple-server

France
One example of implementationinreal world

https://github.com/CleverCloud/mcp-simple-server

@LostIn Brittany @ clever cloud


https://github.com/CleverCloud/mcp-simple-server

DEVOX EDLDTEIS @B 1R T[]l

France
e Every primitive used deliberately

e Everyinputvalidated, every output scrubbed
e [Everytooldescriptionwrittenwithintent
e T[estedagainstwhatthe LLM actually does

A single server, production-aware from day one

@LostIn Brittany @ clever cloud
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But what's about

it gets popular?
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Part 3 - Scales

When MCP servers don't stay
In their perimeter

@LostIn Brittany @ clever cloud



»]=AV4m) @ What "Scales" Means

France
e Everyboundary made explicit

e Auth, discovery, contracts, traces, retries
e BecausethecallerisanlLM
e Andthetopologyisnow plural

A scaled serveris safe to live next to others

@LostIn Brittany

@ clever cloud



u]=AV4ub Q@ The Reality: You Don't Have One MCP Server

France
e |IDE agent, chat agent,internal agent, Clagent...

o Differentaccess
o Differentlatency
o Different blastradius

e Example: Engineering team alone might need:
o CodesearchMCP (Cursor)
o Deployment MCP (Clagent)
o Incident MCP (on-call chatagent)

@LostInBrittan clever cloud
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] =AV4m) @ Three Forces That Create Multiple Servers
France

¢ Domain separation {(@D))
Billing vsinfra vs support @ N
. £ :
e Trustseparation 2 A @)
Read-only vs write, prod vs staging ~\,»@.;;\,
RS S %

e Ownership separation
Teams, lifecycle, deploy cadence

These forces are inevitable as adoption grows

@LostIn Brittany @ clever cloud



DEVOX LIBGCRERN Sl IR C AR NS
France

e 2008-2015
Monolith APIs > microservices

® Same pressures
Domain, trust, ownership

e Samelesson
One mega-APl doesn't scale organizationally

MCPin2026 = REST APIsin 2010
We can learn from that journey

@LostIn Brittany @ clever cloud



ml=AV4m) @ Anti-Pattern: The Mega-Server
France

One MCP servertorule them all

Consequences:

e Toomany tools
LLM confusion, token bloat

e Unclear security policies
Who can call what?

e Brittle deployments
One change breaks everything

e Ownership diffusion
Nobody owns it, everybody blamesiit

@LostIn Brittany @ clever cloud
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Aspect

REST APIs
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MCP Servers

Caller Deterministic code Non-deterministic LLM
Retrylogic Programmed LLM-decided
Error

interpretation

Code parses

LLM interprets

Autonomy

Human-initiated

Agent-initiated

Blast radius

One request

Autonomous chain

MCP inherits REST lessons,
but the margin for error is smaller

@ clever cloud
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@LostIn Brittany

DEVOX FWIECIRNGIE

MCP servers are an APl surface for agents

Treatthem like products:
e Auth

e Discovery
e Gateways
e Contracts
e J[races

e Reliability

This framing guides the rest of Part 3

@ clever cloud
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»]=AV4=) @ Rule of Thumb — When to Add What
France

Starting out
2+ servers

2+ client types

Shared multi-step
workflows

Expensive repeatedreads

One domain server, keep it simple
Add consistent naming convention

Add a gateway
Consider orchestrator

Add caching layer

@ clever cloud
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Mega-server Confusion, brittleness Domain servers
No naming convention  Collisions, unclearintent domain.verb_noun
Gateway with business  _ . :

. Y Tight coupling Keep gateway thin
logic
Orchestrator for . .

: Duplicates agent Use sparingly

everything
No caching Latency, cost Cache Resources

Don't hesitate to reevaluate your choices
when your situation evolves

@LostIn Brittany @ clever cloud
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e Oneserverperdomain capability

e Clearownership and narrow tool sets

£

o PI'OS: Pa.gm.anti »
o Cleanboundaries (D)) e
o Independent deployment i
o Focused security .

e Cons:

o LLM must know which serverto call

@LostIn Brittany @ clever cloud
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@LostIn Brittany

mI=AvV4m). ;@ Pattern 2 — Data-Source Servers

Generic servers wrapping data sources

Useful internally
For prototyping, fortechnicalusers an |

Pros Y
Fast to setup, flexible :

Cons
Often needs domain layer on top for production

Remember RAGmonsters:
generic > custom as you mature

73 e

i N 3
: ?ostgreﬁfﬁ_ i
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m]=AV4m) @ Pattern 3 — Trust-Zone Servers

France
e Separate networks/credentials
Not just code paths

e Mapstoexistinginfrastructure
security zones

e \Whentouse
o Compliancerequirements
o Multi-tenant
o External-facingagents

@LostIn Brittany
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o

Bl Support (rw)]

-((I)g (D),
- L 2
» »

Orders {!’eaa) !

Domain x Trust = your actual architecture

Most organizations end up with a matrix
@LostInBrittany i} clever cloud
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m]=AV4m). @ Orchestrator Pattern (When Needed)

Not every client can chain tools well

Orchestratorcomposes
multi-step workflows server-side

When to use: (@),
o Sharedworkflows e L TS
& m Of‘c'\eftmtor " o

o Lesscapableclients -

o Compliancerequirements

Warning: o
Yourisk rebuilding "agent logic” on serverside

Keep orchestrator thin, don't duplicate LLM reasoning

@ clever cloud
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@LostIn Brittany

Naming and Namespacing

e Toolnaming conventions that scale
e Pattern:domain.verb_noun

billing.create_invoice
support.search_tickets
inventory.get_stock _level

e Avoidcollisions across servers
e Keepintentreadable forLLMs

e Anti-pattern(meaningless to agents):

doThing, process, handle

@ clever cloud
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I've seen two patternsin the wild:

One token per server... and nobody wants to manage N

Or one token for all, and admin on one means admin on all

@LostIn Brittany @ clever cloud
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Three things the MCP auth spec requires:

e OAuth 2.1with PKCE:
Every client proves end-to-end possession of the code

e Resource Serverrole:
MCP servers validate tokens, neverissue them

e Audience-boundtokens:
RFC 8707, since June 2025

Not "direction of travel”, thisis the spec, today

@LostInBrittan clever cloud
ny



m]=AV4m). @ RFC 8707 — Resource Indicators
France

Client names the resource whenrequesting a token:

POST /token
grant_type=authorization_code

resource=https://mcp.monsters.example

Token comes back with the resource pinnedin aud:

{

"aud": "https://mcp.monsters.example”,
"sub”: "user-123",
"exp": 1714867200

}
Every MCP servervalidates aud before honouring

@LostIn Brittany @ clever cloud
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DEVOX FULI R T B3 )]
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client -» auth server - token (aud = mcp-monsters)

\ 4
mcp-monsters <« validates, honours

mcp-dungeons <« validates, rejects

Audience inthe token, validation at the server

@LostInBrittan clever cloud
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m]=AV4m) @ What Vendors Are Starting To Do

France
RFC 8/07 needs theclienttosend resource=

e The bindingdependsonit
e Anthropic, Microsoft, a few others are shipping it

e longtailisstillcatchingup

Spec says MUST, verify client before you depend on this

@LostIn Brittany @ clever cloud
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o

The LLM reached for a well-known server name

It pulled a pirate clone from the public internet

Because the LLM chose it

@LostIn Brittany @ clever cloud
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e Official MCP Registry
Preview, metadata only

e GitHub MCP Registry
Copilot's discovery home

e Azure APl Center, Kong MCP Registry
Enterprise

e VS Code customregistry URLs
Private /internal

Snapshot, not aranking

@LostIn Brittany @ clever cloud
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France
e Curatedinternalregistry

e AllowlistenforcedatthelDE/client

e VS Codecustombase URL->
devs pointed at the right place

e Pirate clonescan'tbereached

Random-from-internetis nolonger a default

@LostInBrittan clever cloud
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Discovery is a policy surface

Not a URL list
(adOy
o $ C‘:ﬁ "’
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Every serverreinvented its own auth

Every serverreinventedits ownlogging, audit, rate-limits

The same wheel, poured six times

@LostIn Brittany @ clever cloud
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Single endpoint for all clients

e Auth termination
One place, one story

e Audit hook

Emits events,
doesn't retain them (yet)

: ?{)q?meaf‘i :

¢ Ratelimiting
Per-caller, per-tool

T :
4 nwzrs%srg .

e Policy enforcement
Allowlist backed by registry

e Retention, compliance, legal: we'llget there in Part IV
@LostInBrittany i} clever cloud
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e Solo.ioagentgateway

e Agentic Community mcp-gateway-registry
Keycloak /Entra

® MCP-pProxy
multiple implementations

e Kong OSS
MCP-aware adapterslanding

Direction of travel, verify specifics before you ship

@LostIn Brittany @ clever cloud
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Without a gateway

scaleis adare
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The schema evolved, the canonical client still worked

The otherthree clients broke at 2am

Nobody had checked them

@LostIn Brittany @ clever cloud
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e Toolschemas are the public API
e Clients(agents)dependon:

o Toolname

o Parameternamesandtypes

O

Output shape
o Behavior/semantics

e Breakingchangeshurt more than REST
because agents fail weirdly

o No compilererror, just confused behavior

s & ) -

4 Y N—"
» ./
/)
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France
Change Breaking? Why
Rename tool Vv Yes Agents can't find it
Rename parameter Vv Yes Calls fail silently
Remove parameter v Yes Old calls break
Change output shape VACS Agent parsing fails
Change semantic meaning | V' Yes Agentlogic breaks
Add optional parameter No Old calls still work
Add output field No Agentsignore unknown

@LostIn Brittany @ clever cloud
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server-name@l.2.3

| L— Patch: bug fixes, no interface
change

L Minor: new tools, new optional
params

Major: breaking changes

e Exposeversioninservermetadata
e Clientscan pinto majorversion

REST lesson: Version early, version explicitly

@LostIn Brittany @ clever cloud
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e Preferadditive changes: New tools > modifiedtools

e Deprecationperiod: Keep oldtools foronerelease cycle

e Deprecation visibility: Surfacevia
resource://deprecations

1
"deprecated": [
]
"tool": "get_monster",
"replacement": "get_monster_by_id",
"removal version": "2.0.0",
"reason": "Ambiguous name"
§
]
§

e Migrationguides: Document how to move to new tools

@LostIn Brittany @ clever cloud
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@LostIn Brittany

m]=AV4m) @ Versioned Prompts and Resources

Prompts are "behavior contracts”
They guide LLM reasoning

Resources are "schema contracts”
They define data shapes

Version them explicitly:

prompt://analyze_monster@v?2
resource://schema@vl

Allows gradual migration
Without breaking existing clients

@ clever cloud
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Your serveris called by multiple clients

Claude Desktop  Latest Full

Cursor 0.9.x Most tools
Custom agent Internal Subset
Clagent Pinned Specific tools

e Maintain a client matrix
e Basic smoke tests perclient type
e Know what breaks whenyou change something

@LostIn Brittany
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Prompt injection attempt test example

describe('Tool Contract: search_monsters_by_type', () => 1

it('schema unchanged', () => {

const schema = getToolSchema('search_monsters_by_type');

expect(schema) .toMatchSnapshot(); // Fails i1f schema changes
£);

it('example calls still succeed', async () => %

const result = await callTool('search_monsters_by_type', {1 type:

expect(result).toMatchSchema(expectedOutputSchema);

£),
£),

e RunoneveryPR
e Snapshotschemasto detectaccidental changes
e Goldenexamples catch semantic drift

@ clever cloud
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France
e Stability > cleverness

e Predictable structure wins
e Agents build mental models of yourtools

e Changing behaviorwithout changing signature = worst
case

If you must break, break loudly

@LostIn Brittany @ clever cloud
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Tool schemas are your public API

Version them

@LostIn Brittany @ clever cloud
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One server. Fourinstances. One callin four failed

The last deploy had skipped one instance

They spent a day finding out

@LostIn Brittany @ clever cloud
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e TracelDs
Thread through every tool call

o Gateway
Emits spans (entry point)

e Eachserver
Emits spans (perinvocation)

e Eachinstance
Tagsits spans withits identity

e Correlate atthe backend
OpenTelemetry works

No new protocol magic, wire through
the infrastructure you already have

@LostIn Brittany @ clever cloud
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Worth watching:

the Triggers and Events WG

may land in-protocol eventing

@LostIn Brittany @ clever cloud
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The serverreturned an error code, nothing else

The LLM had no context, it retried

A thousand calls. 100,000 tokens. Per hour

@LostInBrittan clever cloud
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REST solved thiswith idempotency keys, same pattern
The wrinkle: LLMsretry semantically, notjust on HTTP errors

e 'ldidn'tsee aconfirmation, let me try again”
e 'Thatoutputdidn'tlook complete, let me retry”
e Exponential backoff doesn't stop semantic retries

A tool that costs money must be safe to call twice

@LostIn Brittany @ clever cloud
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Circuit breakers on failing dependencies. Yes, same as always

The circuit breaker's signal must be legible to the model

e 503 withnobody->LLMlearnsnothing, retries
e "rate-limited, back off 30s" > LLMupdatesits plan

Errormessages are part of the reliability contract

@LostInBrittan clever cloud
Ny
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Per-callerrate limits (the LLMis a caller)

Hard caps on toolinvocationrate persession

Loud timeouts, fail explicitly, don'tlet the LLM assume
Refuse politely inthe toolresponse, so the model adapts

The LLM willloop 200 times. Your database will not

@LostIn Brittany @ clever cloud
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Design forretry

Design for storm

;_j«,w )

-
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e Authis audience-bound

e Discoveryrunsthrough a curatedregistry

e Traffic flowsthrough a gateway

e Contracts are versioned across consumers
e Tracescorrelate acrossinstances

e Retriesdon't stormthe database

A system that's safe to live next to others

@LostIn Brittany @ clever cloud
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Two servers, clean auth, stable contracts

Observable andreliable

And then...

It was the legal team that asked the question

@LostInBrittan clever cloud
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Part 4 - Governed

When the organisation wakes up

@LostIn Brittany @ clever cloud



DEVOX
France

It was the legal team that asked the question

If the agent deletes production,

whose name is on the incident report?

@LostIn Brittany @ clever cloud
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e Blastradius bounded

e Audittrailretained

e Costattributed

e Protocolchoices deliberate
e Ownership named

Every invocation accountable

@LostIn Brittany

@ clever cloud
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@LostIn Brittany

We've seen this movie before
Payments went through this
Health data went through this
Banks went through this

MCP is the new regulated-API surface

@ clever cloud
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Rememberthe ALTER TABLE
That was my toy database, | lost test data
Now imagine your production cluster

That was blast radius with a benign user
Now add a malicious one

@LostIn Brittany @ clever cloud
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Any agent with all three
is unconditionally vulnerable
to indirect promptinjection

No system-prompt hardening fixes it

@LostInBrittan clever cloud
Ny
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Power without blast-radius awareness

is just abiggerincident
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An attacker files a public issue

e Titleandbodylook harmlessto ahumanreviewer
e Bodycarrieshiddeninstructions crafted forthe LLM
e |ssuesitsinapublicrepo,waitingto beread

@LostInBrittan clever cloud
Ny
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France
An agent with private-repo access reads the issue

e Agenttreatsembeddedinstructions asits owndirective
e No system-prompt hardening catches this
e Thisisthelethaltrifecta,live

@LostIn Brittany @ clever cloud
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France
The agent opens a PR containing private-repo contents

e Attackerreadsthe PR
e Private datais now public
e Thecanonical case study forthe trifecta

@LostIn Brittany @ clever cloud
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Early 2026:

e Wave of CVEs against MCP servers, clients, infras
e Toolpoisoning, pathtraversal, RCE via promptinjection
e Many public MCP servers accept unauthenticated calls

MCP justjoined the "we have CVEs now"industry

@LostIn Brittany @ clever cloud
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e OWASPnowhasanMCP Top 10 project

e Coverstoolpoisoning, promptinjection,
trust-boundary failures

e Emerging,don'tpromiseit's final

Direction of travel

@LostIn Brittany @ clever cloud
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Invariant Labs' mcp-scan, the de facto scanner
Detects:

e Tool poisoning
Malicious instructions in descriptions

e Rugpulls
Server changes tool description after trust

e Cross-origin escalations
Shadowing attacks that compromise trusted tools

e Promptinjectionin metadata
Malicious instructions contained within tool descriptions

@LostInBrittan clever cloud
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e Tageverytoolwithitstier

e Apply controls systematically

e s o

Safereads
1 Sensitive reads
2 Writes

Destructive /
money / security

list_types, get_schema

get_customer,
search_orders

create_invoice,

update_recozrd

delete_account,

transfer funds

None

Authrequired

Auth +logging

Auth + approval + audit

@ clever cloud
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@LostIn Brittany

DEVOX FXJlels | Refojd=IS

e Human-in-the-loop forTier2/3 operations

e Pattern: Two-step commit
Agent can planfreely; execution requires confirmation

Step 1: plan_change(params) - Returns preview, no
side effects

Step 2: apply_change(plan_id) - Executes, requires
approval

e Async approval workflow:
Slack notification, approval Ul

Autonomy for exploration, gates for action

@ clever cloud
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A toolis destructive

until proven otherwise

@LostIn Brittany @ clever cloud



RAGmonsters MCP

server.tool("delete _monster", %
_risk: "destructive", // < tier declared
monster_id: z.string()

t, async ({ monster_id %}, {3 confirm }) => %

if (!confirm) throw new Error("confirmation required");

/] ...
£)s

Tierin metadata, enforcement atinvocation
@LestnBraftnﬁg @ clever cloud
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The gateway emits, v4 retains, indexes, queries

e SIEMintegration
Your security team already has one

e Retention windows
Legal/compliance decides, not engineering

¢ Immutable
Write-once, queryable, exportable

Emissionis easy, retentionis policy

@LostInBrittan clever cloud
Ny
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Most of thisisnotinthe spec today

e |t'sthe glueyoubuildaround MCP

e Allcustom:
Retention windows, SIEM formats, legal attestations

e MCP gives youthe emission; the restis onyou

Honesty before the close: this layerisn't solved yet

@LostIn Brittany @ clever cloud
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nich agent?
nichteam?
nich budget?

===

Tokens burn money
Without attribution, the bill is a mystery

The agent did this, the agent's team pays

@LostIn Brittany @ clever cloud
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Your audit trall

is your alibi
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e MCP:tool/dataconnectivity (LLM & systems)

e AZA:agent-to-agentcommunication
e Otherprotocols: Ul, payments, identity

Google'sMarch 2026 dev guide places them as siblings

@LostIn Brittany @ clever cloud
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e MCP:LLMreachesouttoasystem

e AZA:. agenttalkstoanotheragent
e Don'tforce MCP tobeauniversaltransport

My recommendation: pick the layer, not the one hammer

@LostIn Brittany @ clever cloud
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Worth watching
the protocollandscape is settling fast

Google's guide is a frame, not a verdict

@LostIn Brittany @ clever cloud
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e MCP:tool/dataconnectivity (LLM & systems)

e AZA:agent-to-agentcommunication
e Otherprotocols: Ul, payments, identity

Google'sMarch 2026 dev guide places them as siblings
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e MCP:LLMreachesouttoasystem

e AZA:. agenttalkstoanotheragent
e Don'tforce MCP tobeauniversaltransport

My recommendation: pick the layer, not the one hammer
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Worth watching

The protocollandscape is settling fast

Google's guide is a frame, not a verdict
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MCP platform teams: newrole

Owners of:

e Allowlist curation

e Registry operations

e (Gateway + audit pipeline
e Policy-as-code

Analogous to Kubernetes, Cl, APl platform team

@LostIn Brittany @ clever cloud
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Before a serverreaches the allowlist:

e Ihreatreview:trifectacheck

e Risk-tierclassification: safe /write / destructive
e Audit hook verification; events emitting?

e Ownership named: who carries the pager?

Policy-as-code where possible

@LostIn Brittany @ clever cloud
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e Blastradius bounded

e Audittrailretained

e Costattributed

e Protocolchoice deliberate
e Ownership named

e Everythingreviewable

A system the organisation trusts

@LostIn Brittany @ clever cloud
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e Agents feel slow fast

e Userswaiting foragent =users waiting for your MCP server
e Measureandalertonlatency

e Set argetsby tool category:

Category Example p95 Target
Fastread get_monster_by_id <100ms
Search search_monsters <500ms
Write create_monster <ls
Async job generate_report Returnimmediately, poll

@LostIn Brittany @ clever cloud
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e [imeouts:

Don't let slow calls block
agents forever

e Retries:

Only foridempotent operations
(reads, idempotent writes)

e Circuitbreakers:
Prevent meltdown loops
when downstream fails

REST lesson: These patterns are proven, apply them

@LostIn Brittany @ clever cloud



Agents repeat themselves (retries, loops, confusion)

Make "create” safe toretry

Tool: create _invoice

async function createlnvoice(params: 1%
idempotency_key: string; // Required for writes
customer_id: string;
amount: number;

£) 1

const existing = await db.findByIdempotencyKey(params.idempotency_key);
1f (existing) return existing; // Return same result, don't duplicate
return await db.createlnvoice(params);

o
9 ~— e\ /
I
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e Agentsdon't knowwhento stop
e Protectyourself with defaults

Limit Default Max
Page size 20 100
Result rows 50 31010
Payload size 10KB 100KB
Query timeout 5s 30s

e [ail safely, explain clearly

// X Return 10,000 rows, blow up context
// ¥ Return 50, include:
// "Showing 50 of 847. Use pagination for more."

@LostIn Brittany @ clever cloud
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m]=AV4u) Q@ Token Efficiency Is an Architecture Concern
France

LLM context windows are finite and expensive

e Everybyteyoureturncoststokens
e Patterns:
o Return minimal fields by default
o Provide fields or details parameterto opt- in
o Structured data > prose descriptions -
o |IDs+names > full objects

® Token efficiency comparaison

// Default response (token-efficient)
3 "id": "m1", "name": "Pyrodrake", "type": "fire" }
// With details=true

3 "id": "m1", "name": "Pyrodrake", "type": "fire",
"description”: "...", "abilities": [...], "habitat": 3...} %

@ clever cloud
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e |Log "costunits” pertoolcall:
logger.info('Tool completed', 3

tool: 'search_monsters',

user: session.user_id,

team: session.team_id,
agent: session.agent_type,
cost _units: calculateCost(result), // Your cost model

latency_ms: elapsed

£),

e Enables: Chargebacks, quota enforcement, optimization
targeting

If you can't measure it, agents will break it silently

@LostIn Brittany @ clever cloud
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At scale, new threats emerge:

o
Legitimate agent doing unintended things
Malicious input steering agent behavior

Too many tools, unclear boundaries

Agent calling tools repeatedly without oversight

@LostIn Brittany

@ clever cloud
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e Human-in-the-loop forTier2/3 operations

e Pattern: Two-step commit
Agent can planfreely; execution requires confirmation

e Async approval workflow
Slack notification, approval Ul

@LostIn Brittany @ clever cloud
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o000 Policy example

policies:
tool: "billing.x"
allow:
role: billing_admin
role: finance_team
deny:
agent_type: public_chat
tool: "x.delete x"
require:
approval: manager
audit: full
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® 0o Audit trail example

i

"correlation_id": "req-abc-123",
"timestamp": "2026-02-01T10:30:00Z",
"tool": "billing.create_invoice",
"user": "user-456",
"agent": "finance-assistant",
"params": 3

"customer_id": "c-789",

"amount": "[REDACTED]"
fyy

"result": "success",

ake incident review possible | Latency_ns": 234
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Tworules:

1. Make the safe path the easy path
o TierOtools: nofriction
o Gooddefaults everywhere

2. Make therisky path explicit and slow

o Tier3tools: approval gates, audits, alerts
o No "oopsldidn'tmeanto delete that”

@LostIn Brittany @ clever cloud
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That's all, folks!

Thank you all!

@LostIn Brittany @ clever cloud
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What We've Learned So Far

And how to go further

@LostIn Brittany @ clever cloud
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Scaling MCP is mostly:

Domain servers, gateways, orchestrators
Versioning, compatibility, "don't surprise the agent”

Limits, idempotency, cost attribution, safety tiers

@LostInBrittan clever cloud
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Level What You Have
V1 One server, basic validation, logs
V2 Domain servers, Cltests, structured logging
v3 Gateway, policy enforcement, evaluation suite

v4 Risk tiers, approval gates, cost attribution
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e MCP Specification:

e RAGmMonsters examples:

e Anthropic MCP docs:

O

e Thistalk'sslides:

@LostIn Brittany @ clever cloud


http://modelcontextprotocol.io
http://github.com/CleverCloud/mcp-pg-example
http://docs.anthropic.com
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That's all, folks!

Thank you all!

@LostIn Brittany @ clever cloud



